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Overview

The purpose of this document is to outline the instructions for individuals to obtain an ECA from
one of three commercial sources. An ECA will be required, for users who don’t have a Common
Access Card (CAC), in order to access SDDC systems through Electronic Transportation
Application (ETA) as of 1 Oct 2011.

Registration Process

An individual should decide from which commercial provider they will obtain their ECA. Once
this is determined, use the information in this document to contact one of the three commercial
ECA provider’s websites. You will need to follow the directions provided by the ECA provider
to purchase your certificate.

Below are three commercial ECA providers:

IdenTrust, Inc. (formerly DST)
http://www.identrust.com/eca/eta
Email: helpdesk@identrust.com
Phone: 888.882.1104

Operational Research Consultants, Inc. (ORC)
http://www.eca.orc.com

Email: ecahelp@orc.com
Phone: 800.816.5548

Verisign, Inc.
http://www.verisign.com/authentication/government-authentication/dod-interoperability/index.html
Email: eca-support@verisign.com

Phone: 650.426.3224




ECA Instructions

IdenTrust Instructions

1. IdenTrust ECA Certificate Page

You may want to view the Step-by-Step Process prior to selecting the “Medium
Assurance” link.

Home | My Account | ContactUs
We Fur T RUST R DENTTY ==

Company Solutions Certificates. Partner

SDDC Electronic Transportation Acquisition (ETA) program

Accessing the Surface Deployment and Distribution Command’s (SDDC) ST
. . Py * 866.299.3335

Electronic Transportation Acquisition (ETA) Portal

+ ECAsales@ldenTrust.com
The Department of Defense (DoD) and the US Army are implementing stronger controls and a more secure authentication
process for accessing DoD information systems. UserlD and password access to ETA will be discontinued on 30 September CUSTOMER SUPPORT
2011, and the Surface Deployment and Distribution Command (SDDC) will require all commercial accounts accessing Helpdesk@IdenTrust.com
transportation systems and applications through Electronic Transportation Acquisition (ETA) to use a commercial DoD approved

v

5
External Certificate Authority (ECA) certificate or Transportation Workers Identification Credential (TWIC) as of 1 October, 2011 CEEE D)

* 801.924.8141 (outside the US)
The DoD ECA program supports the issuance of DoD-approved certificates to industry partners and other external entities and M-F, 6am-6pm MST
organizations that conduct business with the DoD. The ECA program is designed to provide a mechanism for these entities to
securely communicate with the DoD and authenticate to DoD Information Systems. Additional information can be found at:
htip:/iase.disa.milipkileca > ECA CERTIFICATE PRICING
TWIC is a common i i forall requiring unescorted access to secure areas of MTSA-regulated HOWTO qu
facilities and vessels, and all mariners holding Coast Guard-i d Only indivi who require access to secure * ECA Medium Assurance
areas will be issued a credential from the TWIC office. If you do not qualify for unescorted access to secure areas, you are not * ECA Medium Assurance Foreign
eligible for a TWIC certificate. If that is the case, your only means of accessing ETA will be through the purchase and use of an Country

External Certificate Authority (ECA) certificate.

v

ECA Medium Token Assurance
Foreign Country

ECA Medium Token

ECA Medium Hardware
Assurance

ETAs located at the following URL: https:/eta.sddc.army.mil or hitps:/eta.cpg.mtmc.gov (commercial users). Frequently asked
questions regarding the use of the ECA certificate and ETA can be found on the ETA home page, under help. You can also send
questions to sddc.safb.pki@us.army.mil.

v

v

2. IdenTrust ECA Certificate Pricing

Select the 1-year, 2-year or 3-year Medium Assurance Certificate.

Home | My Account | Contact Us
WE PUT THE TRUST IN IDENTITY

Company

Solutions Certificates. Partner Library Support

ECA CERTIFICATES & PRICING

Certificates > ECA

SALES CONTACT
* 866.299.3335

* ECAsales@IdenTrust.com

As part of an overall program to provide a stronger and more secure authentication mechanism for accessing Department of
Defense (DoD) Information Systems, the DoD may require contractors to have DoD PKI ECA Certificates. A notification sent by

your DoD System Owner should indicate the specific DoD PKI ECA certificate required to access their application. CUSTOMER SUPPORT

IdenTrust offers the following DoD PKI ECA Digital Certificates: * Helpdesk@idenTrust.com
*  888.882.1104 (within the US)

Certificate T Features :
ype _ S + 801.924.8141 (outside the US)
Medium Assurance - gss':mnee Level Medllum, \'ﬂenmy verified :y ahno(sry e PR s -
- Software-based digital certificate stored within the Certificate | Certificate | Certificate M-F, 6am-6pm M
Internet browser
- Keys generated and held in FIPS 140-1/2 level 1 or 5109 189 5250
higher validated software (i.e. Intemet Explorer) BUY BUY sy | * ECA CERTIFICATE PRICING
- Validity: 1. 2 or 3 year certificates
- US Citizens or legal US Residents residing within the $109 $189 $250 HOW TO BUY
United States EED CEED CEED * ECA Medium Assurance
Medium Assurance Foreign Country DAstsgana‘e Level Dl\gdium‘ identity verified by Authorized (4 yoar P B + ECA Medium Assurance Foreign
oo Emeleyes POE) ’ Certificate | Certificate | Certificate £1IL
- Software-based digital certificate stored within the > ECA Med Tok
Internet browser $109 5199 5270 Medium Token Assurance
- Keys generated and held in FIPS 140-1/2 level 1 or BUY BUY [ suv ] PR INEIE
i higher validsted software (i.e. Intemet Explorer) > ECA Medium Token
Foreign Country - Validity: 1, 2 or 3 year certificates $109 $199 5270
- Non-US Citizen residing in your country (click hare for list * ECA Medium Hardware




3. IdenTrust ECA Certificate Application Overview
This screen provides you and overview of the application process.

IdenTrust
WE PUT THE TRUST I [DENTITY
Application Step 1 of 8 » Overview »Org »Data » Passphrase » Agreement » Payment » Form » Done
Apply Now & < HAVEAQUESTION?
g il
There are three phases in the process of obtaining your ECA Medium Assurance certificate. ’
o
Application Phase
It consists of these steps, which should take 15 minutes or less to complete:
1. Completing Your Online Application
2. Paying for Your Digital Certificate
3. Downloading and Submitting Your Authorization Agreement and ID Form.
This must be completed before proceeding to the Authentication Phase
Authentication Phase
This phase, carried out by IdenTrust (IDT) Registration Agent (RA), consists of validating the information
you provide against independent data sources and sources within your company. You need to do nothing
during this stage; you will receive receive retrieval information in the mail from DT if your application is
approved.
Retrieval Phase Customer Support
This phase consists of generating your keys for use. This phase begins once you have received your : W
retrieval information. (wil'hin the us)
7 801.924.8140

4. Complete Form

Once you have completed the form you must have it notarized and sent to the
address on the form.

5. Receive Mail

You should receive an email stating IdenTrust has received your application and
they are reviewing. You should receive a letter in the mail in about 5-7 days with
additional information on how to retrieve your ECA.

6. Retrieve and Backup Your ECA

Once you receive you letter you can retrieve, backup and import your ECA by
following the provided instructions. If you need additional support, please
contact the IdenTrust support staff at 1-888-339-8904 (Within US) or 1-801-924-
8141 (Outside US).



Operational Research Consultants, Inc. (ORC) Instructions

Note: ORC currently requires the use of Mozilla Firefox, instead of Internet
Explorer, as a browser to complete the ECA request.

1. Select “Order Certificates”

ECA

External Certificate Authority

ECA Repository

Certificate Tools

ABOUT ECA News & Updates

As aU.S. Government ECA, Operational Research Consultants (ORC) is authorized to provide digital certificates for: 1 Attention JPAS Users

Logon procedures update
B Encryption to secure email and digital files;
B Server Authentication for identification of web sites and other devices;
B Domain Controllers for securing your Windows domain and Signing of Code; and
1 |dentification/Digital Signature for people and devices. LEARN MORE

| i ?
The ORC ECA supports medium assurance, medium token and medium-hardware assurance levels, as definedin , Why do Ineed an ECA Certificate?
the U.S. Government ECA Certificate Policy. ORC ECA offers 1 and 3-year validity periods on all certficate types. Why should T buy from ORC ECA?
B Access information on the DoD

ORC ECA Subscribers include DoD contractors, vendors, allied partners, North Atlantic Treaty Organization (NATO) ECA Program

allies, foreign nationals, members of other Government agencies and their trading partners. The use of ECA

certificates are not restricted to the conducting of business with the DoD. ‘__




2. Certificate Order Process

Please select and review the instructions for specific situation. Then select
“Medium Assurance Identity/Encryption Certificates”.

Yo 50 ECA

i ini npan:
gﬁm i ye? External Certificate Authority

Home | Order Certificates | Pricing | Instructions | Policies | Contact Us | ORC.com |

Order Certificates
Help Desk
Instructions for citizens of the United States, Great Britain, Canada, Australia and New Zealand.
Instructions for citizens of all other countries. ECA Rﬁpos“()fy

Before you order your certificate, be sure you have gone through all of the above instructions, including
Trusting the ECA CAs. Certlﬂcate TOO'S

Once you are confident that you understand what is needed to request a certificate, then please make

your selection from the certificates below. If you require additional assistance, please contact the ORC Reminders & Tips
ECA Customer Service.

Using Windows 7 or Vista? You
must use the Firefox browser.

Medium Assurance Identity/Encryption Certificates B Website Security Cert Error
Message

Medium Token Assurance Identity/Encryption Cerificates

Medium Hardware Assurance Identity/Encryption Certificates
Certificate Request Instructions
Server Certificates

Domain Controller Certificates

Mobile Code Signing Certificates

3. Certificate Info

This screen provides some additional information on the certificate. Click
“Continue” to review the certificates obligations.

P () Y] ECA

= ¥ External Certificate Authority

Home | Order Certificates | Pricing | Instructions | Policies | Contact Us | ORC.com |

Medium Assurance Identity/Encryption Certificates Reminders & Tips

B Using Windows 7 or Vista? You
must use the Firefox browser.

B Website Security Cert Error
Message

A Medium Assurance Identity Certificate is used by a person to authenticate to a PKl-enabled
application, such as a secure web site. Identity certificates may be used for non-repudiation purposes, i.e.,

transactions that have been signed by an identity certificate may be legally linked to the owner of that certificate
The certificate may also be used for secure and authenticated email.

A Medium Assurance Encryption Certificate may be used for encrypting e-mail. When encrypting e-mail B Instructions — Citizens of US, GB,
messages, the sender uses the certificate of the recipient(s), and the recipient decrypts the message using CA, AU and NZ
his or her private key. An encryption certificate cannot be issued for an individual without issuing a identity B Instructions — Citizens of all other
certificate for that individual first. Countries

B TrustCAs

CONTACT Us

o contact the ORC ECA Customer
Service Team, please send an email
to ecahelp@orc.com OR
Submit an On-line Help Request
Form

1-800-816-5548

2011 ORC ECA All Rinhtc Racarvad




4. Certificate Obligations

Please review the certificate obligation information carefully prior to continuing.

e 5 ECA

ye® External Certificate Authorit

a widepoint company
LN

Reminders & Tips

B Using Windows 7 or Vista? You
must use the Firefox browser.

B Website Security Cert Error
Message

In order to request and use Medium Assurance Identity/Encryption Certificates issued under

the ORC ECA CPS you (the subscriber) must agree to the following obligations.
To accurately represent yourself in all communications with ORC and the PKI. Certificate Request Instructions

B To protect the certificate private key from unauthorized access in accordance with the Private Key
Protection section of the ORC ECA CPS. Only the person named in the certificate is authorized to B Instructions — Citizens of US, GB,
access the private key. The private key it accessed when using the certificate. (You are the only CA, AU and NZ
person authorized to use certificates issued in your name. You may loan them to another person or B Instructions — Citizens of all other
allow another person to access a web site with them. You are to protect them with a password at all Countries
times.) B TrustCAs

To immediately report to an RA or LRA and request certificate revocation if Private Key Compromise
is suspected. (If you know, or suspect, that your certificates are being used by someone other that

you, Or if your certificates, or certificate export/back-up files, are on a device or computer that has CTUS, e eca customer
been lost or stolen, You are obligated to notify ORC. ORC will then Revoke your certificates so that Service Team, please send an email
they may not be used to access web sites.) \ to ecahelp@orc.com OR
Submit an On-line Help Request
B To use the certificate only for authorized applications which have met the requirements of the US e

Government ECA CP and the ORC ECA CPS.

1-800-816-5548

To use the certificate only for the purpose for which it was issued, as indicated in the key usage
extension.

5. Identity Verification

Once you have completed the form you must have it notarized and sent to the address on
the form.

ECA

External Certificate Authority

Medium Assurance Identity Request

Online Application
Order Your Certificate »

Policies

Certificate Pricing

Instructions " /s The purpose of this enrollment is to request a Medium Assurance
7 Identity Certificate that may be used for digital signature and digital
identity to access websites.

Print Instructions

Help Desk &

Important: You will need to use the same workstation and

Home the same browser to accept your certificate that you are
ECA Repository > now using to request it.
Certificate Tools 4
F
Identity Certificate Enrollment | Select Validity Period 'I
User's Identity:

Enter values for-lhe fields below. Values must be consistent with your
Identification Credentials (e.g.- Government Issued Photo ID, Drivers
License, Passport, ID Card.)

First Name




6. Confirmation Email

Once ORC has verified your information you will receive an email. Please follow
the instructions provided. Please contact the ORC support staff if you have
additional questions 1-800-816-5548.

Congratulations! Your ORC ECA-SW3 certificates have been issued.

As a holder of a digital certificate, you agree to abide by the
following obligations:

- Accurately enter all the information reqguested.

- Protect your certificate private key.

- Only use the certificate for authorized purposes.

- If your key is compromised, report it to ORC at 1-866-816-5548

NOTE: You must import your certificate(s) into the same browser on the
same computer that you generated your request from. You must also
accept your certificate(s) within 38 calendar days from the date this
message was sent.

PLEASE READ ALL INSTRUCTIONS CAREFULLY BEFORE IMPORTING CERTIFICATE(S)

To accept your certificate(s) please perform the following steps:

1. Launch your Internet browser




VeriSign Instructions

1. VeriSign ECA Certificate page

Select the Enrollment Instructions link under purchase ECA Certificates near the
middle of the page.

& United States [change] | ContactUs

Now from
v Symantec.

Identity and
Authentication Services

Two-Factor Authentication
Risk-Based Authentication

Public Key Infrastructure (PKI)
Services

for

Products & Services ~

VeriSign
Authentication Services

Search

Partners ~ Support ~

US Home = Products & Services > kdentity and Authentication Services
Interoperabilty

uthentication for Government > DOD

DOD Interoperability

Email Share Print

ECA Certificates

VeriSign is certified by the United States Department of Defense (DoD) as a provider of PKI digital
certificates for external entities (government contractors, state and local governments and individuals).
External Certification Authority (ECA) certificates enable secure on-line transactions with government

HSPD-12 Solution

Non-Federal Shared Service
Provider PKI

VIP Authentication for
Government

National PKI Solutions.

DOD Interoperability/ECA
Certificates

Digital IDs for Secure Email

Information Center

Why VeriSign

Installed in a browser or email program, ECA certificates can be used for such activities as;
authenticating identity for access to DoD Web sites and applications, digitally signing documents, and for
encrypting e-mail communications

VeriSign ECA certificates are sold as a setincluding both an ECA Identity certificate and an ECA Encryption
certificate. A key escrow semvice protects and enables the recovery of a private encryption key in the event
that a user loses the key and needs to access information previously encrypted with the key.

Who Can Purchase an ECA Certificate?

Employees of organizations conducting business with U.S. government agencies.

Employees of state and local governments conducting business with other U.S. government
agencies

Employees of foreign governments or organizations conducting business with U.S. government
agencies.

Individuals who need to communicate securely with U.S. government agencies.

Vverisign

0 Trusted

VERIFY>

My Account ~

Contact Us

Technical Support:

Toll Free:

1-866-202-5570 option 2 or
Local: 650-426-3896

Sales Phone Support for 10
or More Certificates:
Local: 650-426-3614

Order status & Enroliment
Questions:

Toll Free:

1-866-202-5570 option 1
eca-authentication@
verisign.com

Installation Questions:

eca-support@verisign.com

Chat with
!‘ Support
A1

How can we help?

2. VeriSign ECA Certificate Step-by-step

This screen outlines the step-by-step overview for obtaining the VeriSign
certificate. Please click on the “BUY NOW?” button.

& United States [change] | ContactUs

VeriSign
Authentication Services

Now from N\
\/Symantec. @

VERIFY >

Search 0

Products & Services v

Partners ~

Support ~

Identity and
Authentication Services

Two-Factor Authentication
Risk-Based Authentication

Public Key Infrastructure (PKI)
Services

Authentication for Government
HSPD-12 Solution

Non-Federal Shared Service
Provider PKI

VIP Authentication for
Government

National PKI Solutions

DOD Interoperabiity/ECA
Certificates

Digital IDs for Secure Email
Information Center

Why VeriSign

US Home > Products & Services > Identity

y and Authentication Services > Authentication for Government > DOD
Interoperabiity - ECA Certificates > Step-|

tep Overview

DOD Interoperability - ECA Certificates Step-by-
Step Overview

Email Share Print

ECA certificates are specific to you and the computer you use. You need to complete the steps below using
the browser on the computer where you will use ECA authentication and encryption services.

Enroliment

Initiate a request for an ECA digital i by c ling the process. You will be
asked to provide identity information online, print and complete enroliment forms, have them
notarized, and mail them to VeriSign.

Symantec Corporation

Aftn: VeriSign ECA Authentication Support
350 Ellis Street

Mountain View, California 94043

NOTE: New regulations require proof of citizenship prior to obtaining a certificate from the VeriSign
ECA. At least one of the two forms of identification provided must be a government issued photo
ID. To use auto-enroliment for renewals, users will need to have validated citizenship information
in place

If you are enrolling using Notary... If you are enrolling using Trusted Agent...

Enroll Now

BUY NOW

My Account ~

Contact Us

Technical Support:
Toll Free:

1-866-202-5570 option 2 or
Local: 650-426-3896

Sales Phone Support for 10
or More Certificates:
Local: 650-426-3614

Order status & Enroliment
Questions:

Toll Free:

1-866-202-5570 option 1
eca-authentication@
verisign.com

Installation Questions:
eca-support@verisign.com

Chat with
! aCustomer
Support
Rep Now.

3
How can we help?

ECA Certificates
Support




3. VeriSign ECA Certificate Steps to Enrollment

You may want to print the steps for enrolling outlined on this screen by using the
“Print” button. When finished, click the “Continue” button on the bottom of the
page.

ériSign‘ ECA Certificate Enroliment - Individual

WELCOME SUBSCRIBER INFORM NOTARIZE FORM FINISH

Welcome

VeriSign is accredited by the U.S. Department of Defense (DoD) as an External Certification Authority (ECA)*. ECA Certificates are intended
to enable secure transactions with federal, state, and local agencies. Subscribers for ECA Certificates include the following entities:

indivi . ploy ofa i acting in the capacity of an employee, employees of state and local governments, and infrastructure
components. ECA Certificates may be used for communication between subscribers or with government entities.

* Symantec Corporation acquired VeriSign's ECA operation as of August 9, 2010. All references to VeriSign in these enroliment pages are
deemed to refer to Symantec.

Print these instructions: We strongly suggest printing this page prior to enroliing for your ECA Certificate. Click Help during enroliment to

re-open these instructions. m

Enrolling for an ECA Certificate includes the following steps:
Step 1. Enroll for your ECA Certificate.

a. Select the appropriate enroliment method. If you are able to appear before a Trusted Agent for
your organization, select Subscriber Enroliment using Trusted Agent. Otherwise, select
Subscriber Enroliment using Notary. What is a Trusted Agent?

Note: If you are a U.S. citizen located outside the United States, you must select the
Subscriber Enrollment using Notary method and use the notary services at a U.S. consular
office. If you are a non-U.S. citizen residing outside of the United States, you must select the
Subscriber Enroliment using Trusted Agent method and use the services of a DOD employee
authorized to process ECA certificate enroliments in your country.

b. Enter your subscriber enroliment information.

Note: The Organization name that you enter must match the legal name found in official
records.

c. Enter payment information. This is typically a credit card for individuals, and a Sales Order
Number for enterprise members.

d. Choose a challenge password.

4. VeriSign ECA Certificate Subscriber Information

Please fill out the required information and accept the user agreement at the
bottom of the page.

WELCOME SUBSCRIBER INFORMATION NOTARIZE FORM FINISH

Enter Subscriber Information
Fillin all the fields below and click Submit. =

Select Enroliment Method

Subscribers who do not have access to a designated Trusted Agent for their organization must choose Subscriber Enroliment using Notary.
Subscribers with access to a Trusted Agent within their organization, or non-US citizens with access to a designate DoD employee in their
country, must select Subscriber Enrollment using Trusted Agent. What is a Trusted Agent?

¢~ Subscriber Enroliment using Notary

" Subscriber Enroliment using Trusted Agent

Enter ECA Certificate Subscriber Information

Enter all required information.

Note: Your Organization name must match the name found in official records. If you are enrolling as an i
affiliation, enter "Unaffiliated™ in the Organization field.

without an or

* Required Field

- FirstName: | * State/Province: |
“LastName: | - ZIP/Postal Code: |
Title: I * Country: I United States ~1
- Organization: [ * Telephone: |
DUNS Number | et [
- Agdress1: | Fax: |
Address2: |

- Emait: |




5. Completed Form

Once you have completed the form you must have it notarized and sent to the
address on the form.

6. Retrieve Certificate

This section will be updated as we finalize the VeriSign process. If you need
additional support please call VeriSign support 1-866-202-5570 option 2.






